DANUBE COMMISSION
Expert Meeting on the Development of Ports and Port
Operations

Cybersecurity & security for inland Ports — Good
practices and lessons to learn from the example of
HAROPA Port
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container ship

The evolution of the Seine Valley since 1944
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Le Havre

Port of call for the world’s
largest container vessels

84.7 Mt + 25,5 Mt

of maritime traffic of river traffic
#1st port of France  #1stinland port of France
+2% vs. 2024 +1% vs. 2024

3.2 M TEUs

of maritime containers
#9th European port
+4% vs. 2024

2025 figures

Rouen
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Paris
6 multimodal platforms Orly
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HAROPA PORT,

HAROPA
PORT:

Paris-
CDG

4

RUNGIS

nnnnnnnnnnnnnnnnnnn

World’s largest fresh
produce market

the single port authority of the Seine corridor



CYMPATI : “Port, Maritime and Industrial Cybersecurity Platform” Project

A port community cyber-defence strategy

« Defining/carrying out a resilience strategy together (Governance)

« Community concern (Understanding / Involvement) . 15028000
 Methodology (Risk analysis, KPIs...)
» Prepare rather than react I/",\',(;'e}j; /Assets
: : + Risk ,
Pooling knowledge and skills . Crisis Management
« Sharing information and experience Resilience
, , ' Methodology !
* Analyse / Experience feedback / Exercises == " Services Catalogue |
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« Agility of the approach

Building a community
HAROPA _ for Cybersecurity




Cympati project - Phase 1 : main achievements

_________________________________________________________
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Cympati Project — Phase 2

 Broader Territory Perimeter:
» Seine Axis: Awareness and consciousness

« Community Mobilization: Addressing long-term
issues (4 port communities)

 Creating a Circle of Trust: Sharing relevant
information in the event of a cyber incident over a
large territory
» Cooperation Between Ports:
* French Ports: National sovereignty

* International Collaboration: Enhancing cyber
resilience of the supply chain through cooperation
between international ports

* ISAC (Information Sharing and Analysis Center):
Connecting ports
Automatically sharing threats

» Cybersecurity Framework:

« Standardization: Establishing cyber norms to
strengthen security on PCS and MSW

HAROPA



Developing collective awareness across
the whole Seine axis (1/2)

Q1 Launched for the first time by HAROPA
PORT and Seine Port Union in 2023.

CYBER GUIDE DES PLACES ggp /Yy cyber guide for the industrial-

INDUSTRIALO-PORTUAIRES

DE L'AXE SEINE port sites along the entire Seine axis,

SEINEPORT
_LPNI e HAROPA

from Le Havre to Paris.

L To support a collective awareness-raising
initiative for professionals in the field of

= cybersecurity.

O To help security managers of the port
infrastructure along the Seine axis and
their partners understand the cyber

EN COLLABORATION AVEC: threats they face, as well as adopt the

(socer necessary measures to protect their

systems and sensitive data.
casyport
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Developing collective awareness across the whole
Seine axis (2/2)
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Strengthening ties — Strengthening (cyber) resilience

Since 2025, HAROPA PORT has been a member of the France Cyber Maritime association.

This collaboration enables us to benefit from the expertise of the M-CERT (Maritime Computer
Emergency Response Team), the national center responsible for monitoring, analyzing, and sharing
information on maritime and port cybersecurity.

» Strengthen protection measures through regular security audits.

» Develop innovative technological solutions to anticipate cyber threats.

HAROPA PORT is a member of Campus Cyber, the national cybersecurity totem that brings together key
players in the field (companies, government services, training organizations, researchers®.

» Unite the cybersecurity community and strengthen control over digital risks;
» Develop synergies among these stakeholders to steer technological innovation;
» Support training initiatives to upskill the entire ecosystem.

0 HAROPA PORT participated in the drafting of the IAPH Guide “on the
cyberimpact of emerging technologies in the maritime supply chain”.

O The Guide was presented at the IAPH Annual Congress in 2025 in Kobe, B R

GUIDELINES FOR EMERGING TECHNOLOGIES
Ja p a N IN THE MARITIME SUPPLY CHAIN

U Topics covered: Quantum; Artificial Intelligence (Al); Drones; Internet of
Things (loT) ; 5G; Automation. Expert

guidance for the

lobal port community
HAROPA :




Thank you for your attention !

Tommaso.Spanevello@haropaport.com
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